KASBO Spring 2010

KASBO Fall 2011

Role Based Security
Overview

Role based security is used to grant access to the MUNIS application and data.  In this session we will review the parts of role based security and examine how your district can use and possibly migrate security to more role based.
Two primary programs involved in managing MUNIS security:
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Let’s open each of these programs and find some data:

a. Open the program Admin > Security > Role Maintenance

b. Find [image: image3.png]


 the role key “KASBO”.  Leave this pane open when performing the next steps.
c. Open the program Admin > Security > User Account Maintenance.

d. Find [image: image4.png]


 the user “kasboX” where “X” is your user id.

Turn your attention to the instructor for a brief review of the fields on each pane.
Beginning the Migration to Roles
In your current environment, your roles are probably identically named to your users.  For example your MUNIS account may be “jsmith” and your role “JSMITH”.  This is called a “named” role as it specifically identifies the person utilizing this role.  Named roles came about during the upgrade to MUNIS Version 6 as the upgrade program simply created a role for each user and named them the same as the user.  One of the goals of role based security is for users to share common roles and thus get away from specifically named roles.

Our first step is to create a role that aligns itself with a role and not a person.  We will do this by copying the KASBO role to more of a district role.

a. Go to the Role Maintenance pane.  The KASBO role should appear on the screen.

b. Click the Copy Role button.

c. Create a copy of the KASBO role to a role that incorporates a job title/responsibility within your district and incorporate your kasbo ID.  For example you may create a role “PAYROLL4”, “FINANCE17”, “ACCTSPAY10” etc.
d. Use all of the same attributes specified in the screen below for the copy role function.
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e. After setting the options click OK [image: image6.png]


 to initiate the copy.

f. Go to the User Account pane.  In the permissions section of the pane (lower part) select the Add[image: image7.png][®user Account Maintenance - MUNIS [KASBO *10 FALL CONF - v7.5]
My Ele Edt Tods Help

vX| b BE A

User information

BxRk &

[Vew Erarer)

User 1D [bpelet

User account staus [Enabled

Name [Bian Peletier

MUNIS employee no.

Short name [Bian Pe

[emiir ]

Initials [P

Accourt detal

Department code.

Supervisor

Wotk phone

Warkflow delivery

Bl e oy =]

Defauit pinter

=

Foles | Effective Permissions | DataAccess | Attibutes | Menu | Workflow Detal

Code

Desciption Status  Effective Start__ Effective End

Grants access o

s [

Delete

) (Edtob) (VewCrarges

Fiter active set

V) © | Prodet

W]




  button and type into the Code column the new role you just created (your name).  Click OK [image: image8.png]


 to add the role.  Click No in the pop up window appears.

g. Highlight the named role and click the Delete [image: image9.png][®user Account Maintenance - MUNIS [KASBO *10 FALL CONF - v7.5]
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 button.  You are prompted to confirm the removal.  Click Yes, remove.  It will take a moment to clear the role.

h. You’ve now migrated from the KASBO role to a role that more accurately corresponds to a job.
Changing Menu Access

Restricting access to MUNIS menus is one of the easiest and effective ways to limit user access.  Menu access is controlled by the role.  Let’s make some minor menu access changes to your new role.

a. Click on the MUNIS Application Center pane.  This contains your MUNIS main menu and sub menus.

b. Notice the menu options available in the Main menu.  We are going to remove the “Other” menu from the Main menu and the Payroll Processing Functions from the Payroll/Personnel sub menu.

c. Go to the Role Maintenance pane.  Your unnamed role should appear.
d. Click the Menu Security tab.  The following appears:
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e. Click the Edit button and uncheck the “Other” box and click the OK [image: image11.png]


.

f. Double click the Payroll/Personnel menu option to drill down into this menu.

g. Click the Edit button and uncheck the Payroll Processing Functions box and click OK [image: image12.png]


.

h. Close the Role Maintenance and User Account Maintenance panes.

i. Close the MUNIS Application Center pane to exit the MUNIS application.
j. Select menu option 1 to restart the MUNIS Application.  Check the menu options in the Main Menu and Payroll/Personnel menus to ensure they have changed.
Role & User Cleanup in the Cloud
User Cleanup

After migrating to the Cloud, there are user accounts and roles that are not needed. It is suggested that your remove or disable the unneeded roles and accounts. 
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· Accounts with 4 digit number are your new cloud accounts (leave these alone)

· Accounts with 983 are KDE user accounts (review these users-possibly move history/disable/delete)
· All others are old user accounts (move history/disable account/delete)

Audit Transactions and Moving History
All audit transactions in MUNIS have an user ID associated with them. Therefore, you should insure that any user you may want to delete, have no audit transactions.
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The User Attributes program (User Account Maintenance in V7.5) contains a new function called Move History. Move History takes all transactions from an old user account and moves them to their new account. The migration from Unix to the Cloud moved history for the users you designated and a few select other users. 
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Role Cleanup

Role names have not changed in the migration to the Cloud. Unlike User Attributes, roles are not tied to transaction or audits.
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· Several roles were created in the migration of V7.5 to V9.1. (AP_MNTPSTD_FULL, AP_MNTRECR_FULL, AP_POST_FULL, AP_VWDOCS_FULL, PO_DEPTS_FULL, PO_MNTPOS_FULL, RQ_MNTREQS_FULL, RQ_VWREQS_FULL) These can be deleted.
· Roles for users that do not need access to your data base can be made inactive or deleted.

· You may wish to view the Assigned Users tab to see which users have this role.
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Using Multiple Roles to Create an Access Scheme

Migrating to role based security may benefit from combining multiple roles to form an appropriate access scheme.  For example a High School Bookkeeper will only need access to a select group of accounts.  We will replicate this by changing the role you just established to that of a Bookkeeper.
Remove Account Permissions:

a. Go to the Role Maintenance program.  The last role, the unnamed role, should be on your screen.
b. Click the General Ledger button in the Module View tab.
c. Click the Data Access folder and click None button to eliminate account access for this role.
d. Close the Account/Segment Group Access pane and the General Ledger Role Maintenance pane to return to the Role Maintenance pane.
e. From the MUNIS App Center pane select the G/L Account Inquiry program (Dept > G/L Account Inquiry)
f. Click Find [image: image19.png]


 and OK [image: image20.png]


 to retrieve accounts.  If the role permissions were changed properly the program indicates “No Data Available” in the lower left corner of the pane.  The change to the role has now eliminated GL account access.
g. Close the G/L Account Inquiry pane
Setup a Role for a Bookkeeper at The High School:
h. Return to the Role Maintenance program and click Add [image: image21.png]


 to add a new role.
i. Enter a Role ID of “BOOK-HS-#XX” where “XX” is your kasbo id number.  Give an appropriate Description and click OK[image: image22.png]


 .
j. Now click on the General Ledger button in the Module View tab.
k. Click Add [image: image23.png]


, the current Role ID should appear, and click the Data Access folder in the bottom center of the pane.
l. On this pane click the Limit button to assign limited account access.
m. In the Account Segments section of the screen select the Type “Unit” with the From and To columns se to “080”.  On the next line enter a Type of “Object” with From -  “0300” and To - “0899”.  Click OK [image: image24.png]


.
n. A new pane appears allowing you to select program for which the limited GL access applies.  Click the Select All button then click the OK button.
o. Click the Close button in the next pane then click OK[image: image25.png]


 and finally close [image: image26.png]


 the General Ledger Role Maintenance pane.  You should now be on the Role Maintenance pane.
p. Go to the User Account Maintenance pane and click the Add button and add the BOOK-HS-#XX role.   Click OK [image: image27.png]


 to add the role.  When the Attributes Not Populated pane appears click the No button.
q. From the MUNIS App Center pane select the G/L Account Inquiry program (Dept > G/L Account Inquiry)
r. Click Find [image: image28.png]


 and OK [image: image29.png]


 to retrieve accounts.  If the role permissions were changed properly the program should return approximately 545 accounts. 
Note: 
When creating a new role make sure you add MUNIS System located in the Module View of role maintenance.  If at least one role assigned to a user account does not have General System the user will not have MUNIS access.
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