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Session Goal

• Introduce and familiarize you with MUNIS 

security and managing user access using the 

Role Based Security programs



User Permissions/Access

User access is established to:

 Allow a user to access to MUNIS

 Define the users available menu options

 Define the buttons or icons available in a 

program

 Determine the fields, their contents and 

processes a user may perform

 Establish defaults for users



Role Based Security

What is it?

A system of controlling user access based 

upon the role(s) of the user

Permissions based upon a defined role

Built upon common Role Based Access 

Control (RBAC) standards

Why the change?

Facilitates managing groups of users with 

common roles and responsibilities



Role Based Access Control

Benefits:

Maintain roles not users

Assign various pre-defined roles to users

Changing roles mass changes users

Easy to add a new user

Easy to add new MUNIS permissions



Conceptual Overview

“Deny all except” policy

Defaults to the least amount of access

No role or user has access to a function or 

data unless assigned by the administrator!

Includes permission check boxes AND data 

access



RBS Components

Role Maintenance

Role Permissions & Data Access

Menu Access/Quick links

User Account Maintenance

Establish basic user info

Assign Roles

Define user specific attributes

Workflow



Role Maintenance



Role Maintenance

• Purpose: Establish and manage permissions 

based upon a defined role:

• Module/function permissions

• Data access permissions

• Menu permissions

• Changing role permissions changes assigned 

user permissions

• Must define at least one role



Module View Tab



Module View

• Used to establish module permissions for a role

• Must Add module to a role to gain and establish 
permissions

• Yellow folder denotes defined 
permissions/parameters for the role

• Some modules contain data access buttons to 
establish data access or restrictions



Data Access



Data Access

• Establishes data access for a role

• Administrator must establish some level of 

access otherwise no access is available! (Deny 

all except…)



Role Permissions Tab



Role Permissions

• Same permission information as Module View 

tab just presented differently

• Provides ability to view, update or add  

permissions defined to a role from one screen

• The Add, Edit and Delete Module buttons 

provide access to module



Role Data Access

• Provides a view of all data access established in all 

modules for the current role

• Select Detail button to view or change the data access 

established



Menu Security



Menu Security

• Menu Security established ONLY on roles  not 

User Accounts

• View and maintain all menu security from this 

screen

• Menu Access Options:

– Menu

– Quick Links

– None



Menu Access - MUNIS Main Menu



Menu Access - MUNIS Main Menu

• Very similar to previous Menu Security

• Displays Main menu options on screen and 

allows admin to change access

• Ability to drill down to view and allow/restrict 

access to other menus and programs



Menu Access – Quick Links



Quick Links

• Incorporates menu security with the old style 
option to launch MUNIS from a certain 
point/program.

• Select a starting menu or program using a drill 
down screen

• Allow/restriction options within selected menu or 
sub-menus

• Quick Links can appear as a separate menu 



Assigned Users

• View all users assigned to a role

• Manage (add, delete etc.) users to role



User Account Maintenance



User Account Maintenance

• Add/delete/change user accounts

• Designate employee #, department code, email 

address, workflow delivery etc.

• Account status (active/inactive)

• Assign roles



User Account - Roles

• Lists assigned roles w/

– Status (Active/inactive)

– Start/end date

– Module access

• Provides ability to manage roles for a user



User Account – Effective Perms

• View all effective permissions for a user based upon all 

assigned roles

• Ability to edit role permissions (Note: this changes the 

role and therefore all permissions assigned to all users 

with this role)

• Cannot change permissions for a user, must change role 

permissions



User Account – Data Access

• View of all data access privileges assigned in roles

• To change access change the role



User Account - Attributes

• Attributes tab represents various defaults in format or 

policies

• Attributes are specific to each user
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User Account - Menu

• Shows effective menu access based upon all assigned 

roles

• To change menu access requires changing in Role 

Maintenance
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User Account - Workflow
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Conceptual Overview

• Role examples:

– Invoice entry - General Ledger access

– Payroll time entry - Location access

– Check reconciliation - Payment entry

– Requisition approver - Purchasing Admin

– Named user

• Role permissions can span multiple modules

• Multiple roles create an access scheme for a user

• Overlapping permissions???

– Uses the highest access
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Sample User Setup

• Requisition Entry users w/GL restrictions

– Setup a role for Req Entry
• Menu access

• Requisition entry permissions

• General ledger permissions (restrict object code)

– Setup roles for general ledger permissions for 
locations/departments

• General ledger permissions for org range or segment 
range

– Assign Req Entry role and a location/dept role
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Upgrading to Role Based Security

• The upgrade to MUNIS Version 7.X  

automatically migrated existing users

• Each user becomes a role (private role) and 

user account in the new RBS

• Tools provided to build and migrate new roles 

from test/train to live MUNIS
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Migrating to Roles

• Decide if migrating to roles or keep private roles

• Become familiar with RBS

– Review documents on MUNIS web site 
(www.tyler-munis.com)

– Review release documentation included with 
Version 7

• Perform analysis of roles, jobs, workflow, 
hierarchy etc. in your organization
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Migrating to Roles (cont)

• Build the new roles in test (or live)

• Verify proper operation of roles

• If new roles/users are built in test, export from 

test and import into live
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Export Role/User Data
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Detailed Permissions

Documentation available in the MUNIS 

Knowledgebase (search on “security and 

permissions”)

• AP Security and Permissions.doc

• BG NY Budget Entry Security and 

Permissions.doc

• PR Payroll Processing Security & 

Permissions.doc

• Etc.
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