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Session Goal

ÅIntroduce and familiarize you with MUNIS 

security and managing user access using the 

Role Based Security programs



User Permissions/Access

User access is established to:

ÁAllow a user to access to MUNIS

ÁDefine the users available menu options

ÁDefine the buttons or icons available in a 

program

ÁDetermine the fields, their contents and 

processes a user may perform

ÁEstablish defaults for users



Role Based Security

What is it?

ÇA system of controlling user access based 

upon the role(s) of the user

ÇPermissions based upon a defined role

ÇBuilt upon common Role Based Access 

Control (RBAC) standards

Why the change?

ÇFacilitates managing groups of users with 

common roles and responsibilities



Role Based Access Control

Benefits:

ÇMaintain roles not users

ÇAssign various pre-defined roles to users

ÇChanging roles mass changes users

ÇEasy to add a new user

ÇEasy to add new MUNIS permissions



Conceptual Overview

ñDeny all exceptò policy

ÇDefaults to the least amount of access

ÇNo role or user has access to a function or 

data unless assigned by the administrator!

ÇIncludes permission check boxes AND data 

access



RBS Components

Role Maintenance

ÇRole Permissions & Data Access

ÇMenu Access/Quick links

User Account Maintenance

ÇEstablish basic user info

ÇAssign Roles

ÇDefine user specific attributes

ÇWorkflow



Role Maintenance



Role Maintenance

ÅPurpose: Establish and manage permissions 

based upon a defined role:

ÅModule/function permissions

ÅData access permissions

ÅMenu permissions

ÅChanging role permissions changes assigned 

user permissions

ÅMust define at least one role



Module View Tab



Module View

ÅUsed to establish module permissions for a role

ÅMust Add module to a role to gain and establish 
permissions

ÅYellow folder denotes defined 
permissions/parameters for the role

ÅSome modules contain data access buttons to 
establish data access or restrictions



Data Access



Data Access

ÅEstablishes data access for a role

ÅAdministrator must establish some level of 

access otherwise no access is available! (Deny 

all excepté)



Role Permissions Tab



Role Permissions

ÅSame permission information as Module View 

tab just presented differently

ÅProvides ability to view, update or add  

permissions defined to a role from one screen

ÅThe Add, Edit and Delete Module buttons 

provide access to module



Role Data Access

ÅProvides a view of all data access established in all 

modules for the current role

ÅSelect Detail button to view or change the data access 

established



Menu Security


