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 Introduce and familiarize you with MUNIS
security and managing user access using the
Role Based Security programs
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User access Is established to:

= Allow a user to access to MUNIS

Define the users available menu options

Deflne the buttons or icons available in a
orogram

Determine the fields, their contents and

processes a user may perform
Establish defaults for users
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What is it?

A system of controlling user access based
upon the role(s) of the user

JPermissions based upon a defined role

Built upon common Role Based Access
Control (RBAC) standards

Why the change?

dFacilitates managing groups of users with
common roles and responsibilities
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Role Based Access Control " -: = tyler

Benefits:

dMaintain roles not users

JAssign various pre-defined roles to users
dChanging roles mass changes users
JEasy to add a new user

JEasy to add new MUNIS permissions
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“Deny all except” policy
Defaults to the least amount of access

No role or user has access to a function or
data unless assigned by the administrator!

dIncludes permission check boxes AND data

aCCessS
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Role Maintenance

JRole Permissions & Data Access
JMenu Access/Quick links

User Account Maintenance
JEstablish basic user info
JAssign Roles

dDefine user specific attributes
JdWorkflow
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Mv File Edit Tools Help

X R AE R R WEHN .. | S ¥l

Fole
: i Raole Key | | Fiole status | |
Description | | Last updated | E£24| atl |
Meru access | |
Quick ik~ | = | |
Module Yiew | Role Permizsions | Role Data Access | Menu Security | Assigned Users
General HR / Fayroll Froductivity Tools
= MUMNIS System ] [@ HR tdanagement / Payrol ] [ﬁJur_l.J Selection l
[Dq'\-"nler ]
Financials General Rewvenues Froperty Rewvenues
[ﬁﬁccnunts Fayable ] [@Accounts Receivable ] [ﬁhccounts Receivable l
’Dq' Bid kM anagement ] [ﬁhnimal Licenszes ] [Dq' Buginess Licenses ]
’@ Budget ] [DF" General Billing ] [Erq' Central Property File ]
[ﬁ Contract b anagement ] [ﬁ Parking Tickets ] [ﬁ Permitz and Code E nforcement l
[ﬁ Fined Aszgets ] [@Virginia State Income Tax ] [ﬁ Property T ax Adminstration l
’Dq' General Ledger ] [D’" Tax Lien ]
[@ Irwentary ] [Erq' TaxSale l
[ﬁ Purchase Orders ] [ﬁ [ tility Billirg l
’ﬁ Requisitions ]
’ﬁWDrk Orders, Fleat and Facilities ]

(lJl_oero D] E]

Displawvs the history of changes for this Role,

OYR
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« Purpose: Establish and manage permissions
based upon a defined role:

« Module/function permissions
- Data access permissions
* Menu permissions

« Changing role permissions changes assigned
user permissions

« Must define at least one role



Rale

Role Key |

Role status |

Deszcription |

| Last updated |

o o |

Menu access |

Quick fink | ||

Module Wiew | ole Permissions

Role Data Access

Mernu Security

Azzigned Users

General

eL,hl @Ioowes

HF f Fayroll rO "

[ MUNIS System

] ’@ HF Managem)

My File Edit Tools Help

[DF" Contract Management

] [Bﬂ Parking Ticke]

[ﬁ' Fixed Azzets

] ’Dq Wirginia State

[ﬁ General Ledger

[@ Irvemtory

[BF" Purchase Orders

[Dq' Requisitions

[@Work Orders, Fleet and Facilities

]
]
]
]
]
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Displays the histary of changes for this Role,

v X dRE Y AE RBUXATE
Role
Financials Role ID | AP_ENTRY
D+
[@Accounts Payable = Accountz Red [ Copy ] e R—
[ﬁ Bid M anagement ] ’@ Animal Licenz Retum Role p and pemissions
[Dﬁ Budget ] ’Bq General Billing Maintain miscellaneous codes

Maintain audit records
Maintain check reconciliation
Access to the wamant in Invoice Entry

Access to the Org when PO is liquidated

Access to the Object when PO is liquidated
Access to the Project when PO is liquidated

Overmide invoice variance
Ovemde PO vendor

Add vendors onthefly

View 55Ns

Stale check processing
Generate AP holding records

Accounts Payable Invoice Entry, Inguiry and Reporting

Maintain vendors No
Alow vendor name maintenance
Fost own invoices

Post others' invoices No

Maintain invoices Yes

Maintain recuming invoices Mo

PO number entry on invoices | Not required, but if entered, PO # can be invalid

Are original Invoice not required for credit memo invoices?

Ovemide credit memo defauts

Data Access

‘Vendor maintenance access by type: Full

i) (4]

leofl

Displays the history of changes for this record.

(][] (ea) E]
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« Used to establish module permissions for a role

« Must Add module to a role to gain and establish
permissions

* Yellow folder denotes defined
permissions/parameters for the role

e Some modules contain data access buttons to
establish data access or restrictions
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[O Accounts Payable'Role Maintenance

My File Edit Tools Help

v X % = dhE
Fole

Rele 1D AP_ENTRY

View Changes

Role is active

Role parameters and permissions
Maintain miscellaneous codes
Maintain audit records
Maintain check reconcilistion
Access to the wamant in Invoice Entry
Access to the Org when PO is liquidated
Access to the Object when PO is liquidated
Access to the Project when PO is liquidated
Owvenmide invoice varance
Overmide PO vendar
Add vendors onthefly
View S5Ns
Stale check processing
Generate AP holding records
Are onginal Invoice not required for credit memao invoices?

Ovemide credit memo defaults

Data Access
Vendor maintenance access by type: Full

]

Displays the history of changes for this record.

lofl

G RT8E WE.. | o *

Description |Accounts Payable Invoice Entry, Inguiry and Reporting

Maintain vendors

Allow vendor name gaai

Post own invoicesy
Post others” invoices
Maintain invoices
Mairtain recuming inva

PO number entry on ind

@ Vendor Maintenance Access by Type

Rale
Role [D:
Description: ACCOUMTS PAYABLE CLERE.

Fiole iz active

APCLERE

Access

Ful  |[p Lmt || None
Wendaor types
From To

Add ][ Update ][ Delete ]

Cloze

(> (i) (8a) E]
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 Establishes data access for a role

« Administrator must establish some level of
access otherwise no access is available! (Deny

all except...)
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[M] Role Maintenance - MUNIS [City of MUNIS Development]
My File Edit Tools Help

ivX | FBRER " B RBEEE EHRE. I Oa/ %d
Role
Role Key  APCLERK | Role status ~ [Active |

Description |AEEDUNTS P&YABLE CLERK

| Lastupdated |04/30/2007 [12|at[10:3219 |

Menu access |MUNIS b ain e |

Quick ink. | - |
Module View | Role Pemiszsions | Fole Data dccess | Menu Secunty | Assigned Users (0)
Product Maodule Permission Yalue A
Financial Management  Accounts Papable Ovenide PO vendor Mo
Financial Management  Accounts Payable Override credit memo defaults Mo
Finanzial Management  Accounts Payable Owerride invaice variance Ma
Financial Management  Accounts Papable PO number entry on invoices Reguired and PO # mu
Financial Management  Accounts Payable Fost others' invoices Tes
Financial Management  Accounts Papable Post awn invaices Mo
Financial Management  Accounts Payable Stale checks proceszing Mo
Finanzial Management  Accounts Payable Wigw AP docurments Yes
Financial Management  Accounts Papable Wiew S5Mz Ma
Syztem / Intemal Syztem Administration Access the 'Direct Bun' menu o Mo
Syztem / Internal Syztem Administration Create new mail merge template Mo
Syztem / Intermal Syztem Administration Entity code regtriction City
System / Internal System Administration kM aintain existing mail merge terr Mo
Syztem / Intermal Syztem Administration Modity MUMIS zcreen forms Mo
Syztem / Intemal Syztem Administration Cuen count audit threshold I}
Syztem / Internal Syztem Administration Restrict to 'Public Access’ use c ves
Syztem / Intermal Syztem Administration Scheduler Engine administrator Mo -
System / Internal System Administration Scheduler file maintenance acc Personal
Syztem / Intermal Syztem Administration Spool file maintenance access  Perzonal
Syztenn o Intermal Systerm Administration Subrit jobs to be scheduled  No b

[ Add Module ][ Edit Madule ][HemoveMndule]

(]

1 ofl
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e Same permission information as Module View
tab just presented differently

* Provides abillity to view, update or add
permissions defined to a role from one screen

* The Add, Edit and Delete Module buttons
provide access to module




Role Data Access

E Role Maintenance - MUNIS [MUNIS DEMO DATABASE V7]
My File Edit Tools Help

vX R aME RVXRATSEA ME.. 1 Do %0

Role

Role Key |AP_ENTRY | Role status | Active |
Description |Accourrts Payable Invoice Entry, Inguiry and Reporting | Last updated |Dﬁf‘23f20ﬂ? I!;Hl at |11:55:D3 |
Menu access |None |
Quick nk | = | |

| Module View | Fole Pemmissions | Role Data Access | Menu Securty | Assigned Users (1) |

Product Module Category Access Level

 Provides a view of all data access established in all
modules for the current role

« Select Detall button to view or change the data access
established



{#] Role Maintenance - MUNIS [MUNIS DEMO DATABASE V7]

My File Edit Tools Help
WX tBRRER O aE RV RTISEEM.. 0 Do 0
Rale
Role Key |AP_ENTRY | Fole status | Active [v]
Description |Accounts Payable Invoice Entry, Inguiny and Reporting | Last updated |DE£'29;"ZDDT I!I21| at |12:D1 21 |
Menu access | Quick Link
Quick link | Mone
MUNIS Main menu
| Module View a oo | Meru Security | Assigned Users (1) |
o Top o Back . Forward Edit
Curmrent |
Access # | Type Caption Prg/Menu Parameters
A M-Menu -» Financials achdmain
B M-Menu-» Payroll/Personnel hrmain
C M-Menu-» General Revenues grvmain
D M-Menu -» Property Revenues prvmain
E M-Menu-> Other miscmain
F M- Menu -» Diept deptmain
G M-Menu - My Reparts myreport
H M- Meanu -x Admin admnmain
1/8
THEH 1 of 22 [ v [ ]| d4] =
Type of menu access this role allows, avR
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* Menu Security established ONLY on roles not
User Accounts

* View and maintain all menu security from this
screen

* Menu Access Options:
— Menu
— Quick Links
—None
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{#] Role Maintenance - MUNIS [MUNIS DEMO DATABASE V7]

My File Edit Tools Help
WX tBRRER O aE RV RTISEEM.. 0 Do 0
Rale
Role Key |AP_ENTRY | Fole status | Active [v]
Description |Accour|t5 Payable Invoice Entry, Inquiry and Reporting | Last updated |DE£'29;"ZDDT I!I21| at |12:D1 21 |
Menu access | Quick Link
Quick ik [[T9OTTe |
MUNIS Main menu
| Module View atEcess | Menu Security | Assigned Users (1) |
{ai Top ) Back ) Forward Ed\
.
Cymnat ! \
Access # | Type Caption Prg/Menu Parameters
A M-Menu -» Financials achdmain
B M-Menu-» Payroll/Personnel hrmain
C M-Menu-» General Revenues grvmain
D M-Menu -» Property Revenues prvmain
E M-Menu-> Other miscmain
F M- Menu -» Diept deptmain
G M-Menu - My Reparts myreport
H M- Meanu -x Admin admnmain
1/8
THEH 1 of 22 [ v [ ]| d4] =
Type of menu access this role allows, avR
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* Very similar to previous Menu Security

 Displays Main menu options on screen and
allows admin to change access

* Abillity to drill down to view and allow/restrict
access to other menus and programs




t

E‘] Role Maintenance - MUNIS TMUNIS DEMO DATABASE V7]
My File Edit Tools Help

Role

vX tBEE HAE RV LRTISEERN.-. 0 S

Role Key |AP_ENTRY

Role status | Active

Menu access |Quick Link |

Description | Accounts Payable Invoice Entry, Inguiry and orting

| Last updated | 05/25/201

7 Rid|at | 13:58:52

Quicklink | apmain ) | | Accounts Payable (MENU)
BN e
| Module View " Raole Permissions ” HDM Access | Menu Security | Assigned Users (1) |
Cunsci.Accounts. Pavable .
Access # Type Caption Prg/Menu Parameters
A M- Menu -> Aundliary Programs apaLx
B M- Menu-> Invoice Processing Menu apinv
C M- Menu-= Cash Disbursements Menu apcash
D M- Menu-= Vendor Maint/Reparts Menu apvdr
F M- Menu -= Invoice Inquiry/Reports Menu apmt
F G M- Menu -> AP Wordlow Admin apworkf]
1/6

(] L] 1 of 22
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queetinks ST

 Incorporates menu security with the old style
option to launch MUNIS from a certain
point/program.

« Select a starting menu or program using a drill
down screen

 Allow/restriction options within selected menu or
sub-menus

* Quick Links can appear as a separate menu
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E Role Marntenance - MUNIS [MUNIS DEMO DATABASE VY]
My File Edit Tools Help

X tRR AAEDRXAQATEE WA 1 Do %@
Role
Role Key  AP_ENTRY | Role status | Active |
Description |A.ccour|t5 Payable Invoice Entry, Inquiry and Reporting
Menu access | Guick Link |

| Lestupdated |06/29/2007 [d|at 135852 |
Quick link

|apmair1 | |

| Accounts Payable (MENU)

| Module View ” Role Permissions || Fole Data Access " Menu Security

Assigned Users (1) |

User ID Mame

Role Based

List of Al Roles Assigned
AP_ENTRY, AP_RECON

* View all users assigned to a role
* Manage (add, delete etc.) users to role
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[M] User Account Maintenance - MUNIS [City of MUNIS Development]

My File Edit Tools Help

vX R AMERVXBISEHEHE. | Do %0

|dzer information

View Changes UserID | | User account status | |

= Hame | | MUNIS employes no. l:l =
apy
Short name l:l Department code l:l

Reset files Initials I:I Supervisor | |

LDAP Synch Account detail

‘wiork phone | | wiorkflow delivery |
E-mail address | ||=
Default printer | | =
Fales | Effective Pemissions || Data Access " Attributes || Meru " Whorkflow Detail
Code Dezcription Statuz Effective Start Effective End Grants access to
Add Update Delete Edit Raole Wiew Changes

Filker active set

E 7 Product | Module | G

X0 KB B jCyri=
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Add/delete/change user accounts

Designate employee #, department code, email
address, workflow delivery etc.

Account status (active/inactive)

Assign roles
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Rales |Effective Permizzions " Data Access " Attributes " Menu || Work flow Detail

Code Dezcription Status Effective Start Effective End Grants access to
APCLERE. ACCOUNTS PAYABLE CLEREK Active 0517142007 124319939

[ Add ][ Update ][ Delete ][ Edit Fole ][Viewchanges

Filter active et

E] @ F'ruductl | Ml:n:lule| Go

 Lists assigned roles w/
— Status (Active/inactive)
— Start/end date
— Module access
* Provides ability to manage roles for a user
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; Roles | Effective Permizsions | ID ata Access || Aftibutes | Menu || Wwiorkflow Detail |
| |

Product Module Perrnizzion Yalue Granted by bt
Financial Management  Accounts Payable Azceszs to the Object when PO iz liquidated ez Superuzer, system administrator
Financial Management  Accounts Payable Access to the Org when PO iz liquidated Yes Superuzer, system administrator
Financial Management  Accounts Payable Arcceszs to the Project when PO iz iquidated Yes Superuzer, system administrator
Financial Management  Accounts Payable Access to the warrant in lhvoice Entry Yex [k ultiple]

Financial Management  Accounts Payable Add vendars on-the-fly Yes [Multiple]

Financial Management  Accountz Payable Allow contract liquidationz in AP Yex Superuzer, system administrator
Financial Management  Accounts Payable Alloww entry of credit memo invoices without anging es Superuzer, system administrator
Financial Management  Accountz Payable Allowe verndar name maintenance Yex [k ultiple]

Financial Management  Accounts Payable Generate AP holding records Yes Superuzer, spstem administrator %

[\-’iew D etail ][ Edit Fole ]

* View all effective permissions for a user based upon all
assigned roles

 Ability to edit role permissions (Note: this changes the
role and therefore all permissions assigned to all users
with this role)

« Cannot change permissions for a user, must change role
permissions
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| Roles " Effective Permissions Data Access

&Pﬁl‘ibmes " Menu " Wordlow Information

Product Module Category Access ~
Financial Managemert  Accounts Payable Wendor maintenance access by type =
Financial Management  Budgeting Budget object code access Full

Financial Management  Fixed Assets Fied assets access by department Full

Financial Management  General Ledager Account/segment group access Full

Financial Management  Inventory Control Creation of pick tickets through requisitions onby by locat Full

Financial Management  Inventory Contral Imvertary maintenance access by location Full

Human Resources Payroll Applicant status maintenance access Full M

Dietail

* View of all data access privileges assigned in roles
« To change access change the role
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| Roles ” Effective Permissions ” Data bocess | /9 Attributes | N " ‘wiorkflow Detai

Product

Financial b anagement
Financial Management
Revenue Spztems
Fevenue Systems
Revenue Spstems

Revenue Systems

£

b odule

General Ledger

General Ledger

Accounts Feceivable
Arcountz Feceivable
Accounts Feceivabls

Accounts Aeceivable

Attrbute Walue Walue Descrption

Arccount entry method [required)
DT/DF default fund

Cash receiptz cazh drawer type

Cazh receipts default printer [required)
Cash receiptz validator ppe [required)

Current payment batch number ]

iew Detail

*One or more required attnbutes 2 unpopulated.

Filker active zet

@ @ Product

kModule Go

 Attributes tab represents various defaults in format or

policies

 Attributes are specific to each user
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| Roles " Effective Permissions " Data Access || /o, Attributes | Meru |Wor|cﬂow Information

Top Menu Menu Program @
Favartes Favartes COraanize Favaortes

Financials Set-Up/Chart of Accourts Menu G/L Parameter F/M

Financials Set-Up/Chart of Accourts Menu Segment Code F/M

Financials Set-Up/Chart of Accourts Menu Fund Attributes F/M

Financials Set-Up/Chart of Accourts Menu COrganization Code F/AM

Cirzrrizls Cet | Im ihart nf Dmmra it Mara Charoctar Cada C40 M
System - Bt

« Shows effective menu access based upon all assigned
roles

« To change menu access requires changing in Role
Maintenance

30
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| Foles || Effective Permizsions

|Data.&ccess || Aftributes " b enu |W'l:|rkf||:|w Detail |

IJzer iz a workflow approsver Promote

IJzer iz fonwarding Start Approvalz will be fonwarded to approver | |

Pre-approvalz will be fonwarded to uzer | |

Wieh zervices zecurity Grant Access Private acceszs iz allowed for all work flow web services.

Change Pazzword|  “Web services pazzward must be changed by uzer on nest uze.

Mumber of buziness rules setup for thiz uzer: 0

Mumber of pending actions for thiz user: 1]

=
=

31
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Role examples:

— Invoice entry - General Ledger access
— Payroll time entry - Location access

— Check reconciliation - Payment entry

— Requisition approver - Purchasing Admin
— Named user

Role permissions can span multiple modules
Multiple roles create an access scheme for a user
Overlapping permissions???

— Uses the highest access
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* Requisition Entry users w/GL restrictions

— Setup a role for Req Entry
 Menu access

« Requisition entry permissions
« General ledger permissions (restrict object code)

— Setup roles for general ledger permissions for
locations/departments

* General ledger permissions for org range or segment
range

— Assign Req Entry role and a location/dept role
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Upgrading to Role d Seet

* The upgrade to MUNIS Version 7.X
automatically migrated existing users

- Each user becomes a role (private role) and
user account in the new RBS

 Tools provided to build and migrate new roles
from test/train to live MUNIS
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- Decide if migrating to roles or keep private roles
« Become familiar with RBS

— Review documents on MUNIS web site
(www.tyler-munis.com)

— Review release documentation included with
Version 7

« Perform analysis of roles, jobs, workflow,
hierarchy etc. in your organization



http://www.tyler-munis.com/
http://www.tyler-munis.com/
http://www.tyler-munis.com/
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Migrating to Roles (cont) tyler

* Build the new roles in test (or live)
 Verify proper operation of roles

 |If new roles/users are built in test, export from
test and import into live
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[M] Export Role Data - MUNIS [City of MUNIS Development]
My File Edit Tools Help

vX tBRRUHASBUXRIISE HE- 0| DY

General expart optionz

D efine Export directary |.-"|:Iataa"u'l dgproddexpart/ |

E xport tupe Al Custom

E sport

Cusztam expart optionz
Export roles Export users
Al Al

Define the expork setkings, oW

37
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Detailed Permissions =~ R\ -: o tyler

Documentation available in the MUNIS
Knowledgebase (search on “security and
permissions”)

AP Security and Permissions.doc

BG NY Budget Entry Security and
Permissions.doc

* PR Payroll Processing Security &
Permissions.doc

* Etc.




