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A Introduce and familiarize you with MUNIS
security and managing user access using the
Role Based Security programs




User Permissions/Aecess ~8 tyler

User access Is established to:
A Allow a user to access to MUNIS
A Define the users available menu options

A Define the buttons or icons available in a
orogram

A Determine the fields, their contents and
processes a user may perform

A Establish defaults for users
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Role Based Security 3 °: = tyler

What is it?

C A system of controlling user access based
upon the role(s) of the user

C Permissions based upon a defined role

C Built upon common Role Based Access
Control (RBAC) standards

Why the change?

C Facilitates managing groups of users with
common roles and responsibilities
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Role Based Access Control " -: = tyler

Benefits:
C Maintain roles not users
C Assign various pre-defined roles to users
C Changing roles mass changes users
C Easy to add a new user
C Easy to add new MUNIS permissions
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nNDeny all excepto policy
C Defaults to the least amount of access

C No role or user has access to a function or
data unless assigned by the administrator!

C Includes permission check boxes AND data
access
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Role Maintenance
C Role Permissions & Data Access
C Menu Access/Quick links
User Account Maintenance
C Establish basic user info
C Assign Roles
C Define user specific attributes
C Workflow
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Fole
: i Raole Key | | Fiole status | |
Description | | Last updated | E£24| atl |
Meru access | |
Quick ik~ | = | |
Module Yiew | Role Permizsions | Role Data Access | Menu Security | Assigned Users
General HR / Fayroll Froductivity Tools
= MUMNIS System ] [@ HR tdanagement / Payrol ] [ﬁJur_l.J Selection l
[Dq'\-"nler ]
Financials General Rewvenues Froperty Rewvenues
[ﬁﬁccnunts Fayable ] [@Accounts Receivable ] [ﬁhccounts Receivable l
’Dq' Bid kM anagement ] [ﬁhnimal Licenszes ] [Dq' Buginess Licenses ]
’@ Budget ] [DF" General Billing ] [Erq' Central Property File ]
[ﬁ Contract b anagement ] [ﬁ Parking Tickets ] [ﬁ Permitz and Code E nforcement l
[ﬁ Fined Aszgets ] [@Virginia State Income Tax ] [ﬁ Property T ax Adminstration l
’Dq' General Ledger ] [D’" Tax Lien ]
[@ Irwentary ] [Erq' TaxSale l
[ﬁ Purchase Orders ] [ﬁ [ tility Billirg l
’ﬁ Requisitions ]
’ﬁWDrk Orders, Fleat and Facilities ]

(lJl_oero D] E]

Displawvs the history of changes for this Role,
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A Purpose: Establish and manage permissions
based upon a defined role:

AModule/function permissions
AData access permissions
AMenu permissions

A Changing role permissions changes assigned
user permissions

A Must define at least one role
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Role Key |

Role status |

Deszcription |

| Last updated |

o o |

Menu access |

Quick fink | ||

Module Wiew | ole Permissions

Role Data Access

Mernu Security

Azzigned Users

General

eL,hl @Ioowes

HF f Fayroll rO "

[ MUNIS System

] ’@ HF Managem)

My File Edit Tools Help

[DF" Contract Management

] [Bﬂ Parking Ticke]

[ﬁ' Fixed Azzets

] ’Dq Wirginia State

[ﬁ General Ledger

[@ Irvemtory

[BF" Purchase Orders

[Dq' Requisitions

[@Work Orders, Fleet and Facilities

]
]
]
]
]
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Displays the histary of changes for this Role,

v X dRE Y AE RBUXATE
Role
Financials Role ID | AP_ENTRY
D+
[@Accounts Payable = Accountz Red [ Copy ] e R—
[ﬁ Bid M anagement ] ’@ Animal Licenz Retum Role p and pemissions
[Dﬁ Budget ] ’Bq General Billing Maintain miscellaneous codes

Maintain audit records
Maintain check reconciliation
Access to the wamant in Invoice Entry

Access to the Org when PO is liquidated

Access to the Object when PO is liquidated
Access to the Project when PO is liquidated

Overmide invoice variance
Ovemde PO vendor

Add vendors onthefly

View 55Ns

Stale check processing
Generate AP holding records

Accounts Payable Invoice Entry, Inguiry and Reporting

Maintain vendors No
Alow vendor name maintenance
Fost own invoices

Post others' invoices No

Maintain invoices Yes

Maintain recuming invoices Mo

PO number entry on invoices | Not required, but if entered, PO # can be invalid

Are original Invoice not required for credit memo invoices?

Ovemide credit memo defauts

Data Access

‘Vendor maintenance access by type: Full

i) (4]
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Displays the history of changes for this record.
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A Used to establish module permissions for a role

A Must Add module to a role to gain and establish
permissions

A Yellow folder denotes defined
permissions/parameters for the role

A Some modules contain data access buttons to
establish data access or restrictions

0 technologies
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[O Accounts Payable'Role Maintenance

My File Edit Tools Help
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Fole

Rele 1D AP_ENTRY

View Changes

Role is active

Role parameters and permissions
Maintain miscellaneous codes
Maintain audit records
Maintain check reconcilistion
Access to the wamant in Invoice Entry
Access to the Org when PO is liquidated
Access to the Object when PO is liquidated
Access to the Project when PO is liquidated
Owvenmide invoice varance
Overmide PO vendar
Add vendors onthefly
View S5Ns
Stale check processing
Generate AP holding records
Are onginal Invoice not required for credit memao invoices?

Ovemide credit memo defaults

Data Access
Vendor maintenance access by type: Full

]

Displays the history of changes for this record.
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Description |Accounts Payable Invoice Entry, Inguiry and Reporting

Maintain vendors

Allow vendor name gaai

Post own invoicesy
Post others” invoices
Maintain invoices
Mairtain recuming inva

PO number entry on ind

@ Vendor Maintenance Access by Type

Rale
Role [D:
Description: ACCOUMTS PAYABLE CLERE.

Fiole iz active

APCLERE

Access

Ful  |[p Lmt || None
Wendaor types
From To

Add ][ Update ][ Delete ]

Cloze

(> (i) (8a) E]




Data Access - = tyler

O 0 @
technologies

A Establishes data access for a role

A Administrator must establish some level of
access otherwise no access is available! (Deny
all excepte)
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[M] Role Maintenance - MUNIS [City of MUNIS Development]
My File Edit Tools Help

ivX | FBRER " B RBEEE EHRE. I Oa/ %d
Role
Role Key  APCLERK | Role status ~ [Active |

Description |AEEDUNTS P&YABLE CLERK

| Lastupdated |04/30/2007 [12|at[10:3219 |

Menu access |MUNIS b ain e |

Quick ink. | - |
Module View | Role Pemiszsions | Fole Data dccess | Menu Secunty | Assigned Users (0)
Product Maodule Permission Yalue A
Financial Management  Accounts Papable Ovenide PO vendor Mo
Financial Management  Accounts Payable Override credit memo defaults Mo
Finanzial Management  Accounts Payable Owerride invaice variance Ma
Financial Management  Accounts Papable PO number entry on invoices Reguired and PO # mu
Financial Management  Accounts Payable Fost others' invoices Tes
Financial Management  Accounts Papable Post awn invaices Mo
Financial Management  Accounts Payable Stale checks proceszing Mo
Finanzial Management  Accounts Payable Wigw AP docurments Yes
Financial Management  Accounts Papable Wiew S5Mz Ma
Syztem / Intemal Syztem Administration Access the 'Direct Bun' menu o Mo
Syztem / Internal Syztem Administration Create new mail merge template Mo
Syztem / Intermal Syztem Administration Entity code regtriction City
System / Internal System Administration kM aintain existing mail merge terr Mo
Syztem / Intermal Syztem Administration Modity MUMIS zcreen forms Mo
Syztem / Intemal Syztem Administration Cuen count audit threshold I}
Syztem / Internal Syztem Administration Restrict to 'Public Access’ use c ves
Syztem / Intermal Syztem Administration Scheduler Engine administrator Mo -
System / Internal System Administration Scheduler file maintenance acc Personal
Syztem / Intermal Syztem Administration Spool file maintenance access  Perzonal
Syztenn o Intermal Systerm Administration Subrit jobs to be scheduled  No b

[ Add Module ][ Edit Madule ][HemoveMndule]

(]

1 ofl

D] (e8] [E)

OWR




technologies

Role Permissions ®opee ,tyler

A Same permission information as Module View
tab just presented differently

A Provides ability to view, update or add
permissions defined to a role from one screen

A The Add, Edit and Delete Module buttons
provide access to module




Role Data Access

E Role Maintenance - MUNIS [MUNIS DEMO DATABASE V7]
My File Edit Tools Help
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Role
Role Key | AP_ENTRY | Role status | Active |
Description |Accourrts Payable Invoice Entry, Inguiry and Reporting | Last updated |Dﬁf‘23f20ﬂ? I!;Hl at |11:55:D3 |
Menu access |None |
Quick nk | = | |
| Module View | Fole Pemmissions | Role Data Access | Menu Securty | Assigned Users (1) |
Product Madule

Category

A Provides a view of all data access established in all
modules for the current role

A Select Detail button to view or change the data access
established
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Menu Security ~ tyler




